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Introduction

Scope of this report

As the volume and variety of content on the internet continue to surge, the universe of toxic content is also expanding rapidly. Enterprises are compelled to moderate content in real-time 
and provide adequate safety features in platforms to provide a safe experience to users. An effective tech-based solution that can fast-track the moderation process and minimize the 
requirement for a moderator going through the toxic content is the need of the hour. However, the current third-party technology for T&S is still not advanced, and hence T&S technology 
only provides a first layer of filtering while a significant portion of content moderation is still being handled by human moderators.

The role of technology solutions in T&S is bound to grow in the long run. The T&S technology market is undergoing an evolutionary phase, with certain technology providers now offering 
innovative solutions to detect evolving risks. The industry is gradually moving toward a holistic, end-to-end platform-based solution that can safeguard the digital space from a wide range of 
threats. To achieve this future state, closer collaboration among all stakeholders, including technology providers, service providers, and enterprises, is imminent. 

In this research, we present detailed profiles of 19-technology providers. Each provider profile presents a snapshot of its leadership, funding and growth, technology capabilities, market 
recognition, partnership ecosystem, and innovation. 

In this research, we focus on:
 Current state of the T&S technology market
 Evolving trends in the market
 Future state of T&S technology market
 Technology provider landscape
 Profiles of technology providers in the T&S space 

Geography Industry Profiles
Global All industry verticals 19 T&S technology 

providers
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 Explosive growth in content requires scalable T&S solutions
 Enterprises are compelled to reach out to multiple providers to meet all their T&S technology needs
 Technology investments lag growth in emerging content types such as the metaverse and AI-generated content
 Technology development needs to keep pace with the evolving regulatory landscape
 Human intervention continues to be prevalent at each step of moderation

Some of the findings in this report, among others, are:

 An evolution is underway in the market, marked by the emergence of new technologies such as contextual API, increasing collaboration 
between service providers and technology providers to deliver a combined solution, and increasing integration of multiple content moderation 
solutions to create an end-to-end solution

Light at the end 
of the tunnel

 In the future, a  holistic, platform-based T&S solution that caters to multiple work types and content formats will become a minimum requirement, 
in which generative AI has the transformative power to become the cornerstone technology in T&S platforms

 It  will require increased collaboration and co-investment from service providers, technology providers, and enterprises
 This will give rise to an ecosystem expansion in which The demand will shift from content moderation to the safety of the digital ecosystem

It is time to R.A.I.S.E. 
the game

 Technology providers belong to seven major work types: content and ad moderation, data annotation, platform safety, language translation and 
transcription, risk intelligence, search relevance, and wellness

 This report features two technology provider categories: the largest T&S technology providers and a selection of niche providers that have 
unique value propositions

Technology provider 
landscape

This report examines the T&S technology landscape and provides a detailed analysis of the current T&S technology market state, evolving market trends, the future state of the T&S 
technology market, and the technology provider landscape along with the profiles of 19 technology providers

Current T&S solutions are 
largely human-focused

Overview and abbreviated summary of key messages
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Technologies shaping T&S solutions Current state of the T&S technology market

Emerging T&S technologies Technology provider landscape

This study offers four distinct chapters providing a deep dive into key aspects of T&S 
technology market; below are four charts to illustrate the depth of the report

Natural Language Processing (NLP) 
gives computers the ability to read, comprehend, 

and interpret human languages. This includes 
text processing, retrieval, summarization, 

translation, and sentiment analysis.

Artificial Intelligence (AI) / Machine Learning 
(ML) use algorithms and statistical models to 

automatically identify and remove inappropriate 
or harmful content and analyze large amount of 

content to detect threats. 

Optical Character Recognition 
(OCR) combines text detection and 
transcription capabilities to identify 

text embedded in images and queue 
it for automated moderation.

Computer Vision leverages 
AI to enable automatic extraction, analysis, 

and understanding of useful information 
from digital images and visual inputs.

Digital Hash creates digital signature for 
content to detect illegal/harmful images such 
as Child Sexual Abuse Material (CSAM) and 

copyright infringement when reshared.

Deep Learning uses neural networks to drive 
human-like conclusions by continuously 
evaluating data with a predefined logical 

structure to recognize, classify, and 
characterize objects within data.

Integrated solution providers
Primary role:
Provide integrated human + tech T&S solutions. They also provide 
value-added services such as policy advisory

Value proposition:
 Scalable solutions across industries
 Global reach

Product companies
Primary role:
Leveraged primarily for their technology solutions, available 
as a stand-alone product/solution for independent licensing

Value proposition:
 Technology expertise
 Industry- and content-specific solutions
 Some of them also offer stand-alone human moderation 

support

T&S landscape

Seven work types

Content and 
ad moderation

Platform 
safety

Language translations 
and transcription

WellnessRisk 
intelligence

Search 
relevance

Data 
annotation

Focus of this research

Global monthly consumer internet data traffic
(2016-22; in exabytes/month) and the prominent content types that constitute this volume
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To handle this sheer volume of content, a T&S solution is required for ensuring platform safety, 
maintaining community standards, and preventing the spread of harmful threats, and which: 
 Understands local and cultural nuances to handle the complexity of content
 Is scalable to cater to a range of content formats, including emerging formats, to effectively handle 

harmful content
 Works on a contextual approach to accurately identify and deal with vast amounts of content
 Has the ability to recognize and counteract tactics used by users to bypass moderation filters

Internet video Web, email, and data Online gaming

ILLUSTRATIVE

The majority of scalable solutions are owned by enterprises

Amazon Rekognition Content Moderation 
tool uses ML to automate and streamline 
moderation, detect inappropriate content, 

and keep users safe with customizable API.

Microsoft Azure Content Moderator provides 
AI-based, customizable, scalable, real-time 

moderation tools along with pre-built workflows for a 
comprehensive solution.

Alibaba's content moderation tool uses 
AI and big data to monitor content. It is highly 

scalable and customizable to quickly recognize and 
respond to adverse content.

The Hasher-Matcher-Actioner system 
stops the spread of illegal and harmful content. It 
builds on Meta's previous open-source image and 

video matching software.

Contextual AI examines the context 
in which user-generated content is 
presented in order to identify and respond 
to prohibited activities in real-time

Demographic API uses a deep-learning 
model to identify the gender, age, and 
multicultural appearance of people’s faces

AI-generated content detection tool 
harness the power of AI to classify between 
AI-generated and human-written text and 
images

First level of screening
Detect AI-generated content that is 
not easily recognizable to human eyes, 
reducing moderators' time and increasing 
the accuracy of content moderation

Detect plagiarism
Streamline the plagiarism detection 
process, improve accuracy, reduce false 
positives, and provide enhanced reporting 
capabilities

Improve user experience
Platforms can now provide their users with 
an option to filter out AI-generated content, 
increasing the credibility of the platform

Age gate enforcement
Recognize underage users on dating 
or social media platforms to enforce 
age-based restrictions

User authentication
Scan user photos to verify users based 
on age and gender on social media, 
dating apps, or chats

Remove race bias
The inclusion of datasets of multi-cultural 
appearances results in no bias moderation 
toward any culture

Understand need
Identify intent(s) and entities in the request 
using NLU models, automatic speech 
recognition, and deep learning-based 
approaches

Detect plagiarism
Streamline the plagiarism detection 
process, improve accuracy, reduce false 
positives, and provide enhanced reporting 
capabilities

Improve user experience
Platforms can now provide their users with 
an option to filter out AI-generated content, 
increasing the credibility of the platform

Generative AI is a type of artificial intelligence that can create new and diverse data forms, including images, audio, text, and videos. Generative AI in trust and safety 
is a double-edged sword: on one hand, it introduces potential risks; on the other hand, it holds promising potential to improve and strengthen trust and safety solutions.

Generative AI is poised to exponentially expand content production. According to experts, 
by 2025, over 90% of the digital content could be generated by AI.2
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The Key Tech Away: Technology Providers in the Trust and Safety Landscape report 
features 19 technology provider profiles
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